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WHOIS DEFENSE

Presenter

T 20+ years in Information Security disciplines, including offense and
defense

T Has experience working with the largest Fortune 100 companies to
the smallest of startups

T Specializes in creating and implementing effective enterprise security
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Company

T Founded in 2011, DirectDefense offers security services that are
unmatched within the industry

T Our core strength is our deep experience in performing
assessments for a wide array of networks, platforms, and
applications

+ Our seasoned consultants are focused on providing world-class
security services to our clients
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Agenda

The volume of new technologies coming to the security market today are
numerous and intimidating. During the course of this presentation,
DirectDefense will discuss specific technologies and solutions that actually
work at preventing and/or detecting attacks.

Network Security and Intrusion
Monitoring

The argument to go “next gen”, but
with some context.

Patch and Configuration

Management

Effective patch and configuration
management costs money, either in
full time employees and/or in
solutions.
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SIEM
$100K and what did you get? Can you
see the bad guys?

Endpoint Protection

Not ready to concede defeat of your
systems? Great, but it’s time to think
differently.
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The Sad Facts

It’s 2015 and we still haven’t gotten things right. Part of the problem is
education and part of the problem is that we are still approaching security with
antiquated processes and solutions.

200+ Days

days before a breach

is detected

Notification from 3"
parties

Average percentage of
breach notifcations
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Why the Attacks Work

There are two main reasons why these attacks continue to work

1 .

Lack of visibility into Lack of knowledge
attacks on what is getting
attacked
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What Is Getting Attacked?
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App Attacks to Direct Attacks
targeted users Against Users
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Target Attacks to Direct Attacks to
App Attacks Target Attacks
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Removing the Snake OIl
from Your Network
Security and Intrusion
Monitoring

and Intrusion Monitoring
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Network Security - The Firewall Dilemma

For most companies, besides a password, their main security enforcement
solutions stop and start with the network firewall. Why has this approach
failed?

T Still looking at inbound traffic only - Firewalls are meant to
inspect and enforce access controls in ALL directions, not just
the stuff coming in from the Internet.

T Not enough firewalls - Network segmentation is only
partially deployed in most environments, allowing for
horizontal movement after compromise.

T Lack of Visibility - Packet and protocol based policies are no

longer enough. How else do you ever hope to see what is
leaving your environment?
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Network Security - The “Next Gen” Solution

So why should you implement a next generation firewall?

I Visibility - Next Gen firewalls Traffic Analysis
have application awareness and 65% of all network traffic is
can provide insight and HTTP/HTTPS
enforcement to the services you
allow.

T Network Segmentation - Most Next Gen solutions allow for virtual
and physical device deployments. It has never been easier to
implement a Zero Trust Model than it is now.

T Alternatives - If you cannot replace your existing solution, look into
proxy and/or content filtering solutions to provide you with
visibility into your network traffic.
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Intrusion Monitoring - The IDS/IPS Dilemma

The modern day burglar alarm for your network, had lots of promise, but after 15
years they have shown minimal benefit at helping you identify attacks. Why has it
failed?

T Protocol Based - There is a reason why there are only a
handful of vendors still selling stand-alone solutions, mainly
because there are only a handful of protocol junkies out there
that know how to analyze packet captures.

T Signatures - While there are some great organizations out
there creating signatures, much like AV, it is really easy to
modify an attack and become invisible to your network
monitor.

T Placement - Anyone really care who or what is attacking your
firewall? More importantly, is anyone monitoring your internal
network for signs of compromise?
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Intrusion Monitoring - The “Next Gen” Solution '

So why should you implement a next generation intrusion monitoring solution?

aka Active Breach Detection

T Context - Active Breach Detection Breach Analysis

solutions provide alerts with 009% 90% of all breaches

context. If 1+1=2, alert someone. leveraged compromised
accounts to move around

the network.

T Visibility - Active Breach Detection solutions not only look for
known bad traffic, but they also monitor user and protocol behavior

for signs of compromise.

T Alternatives - If you do not have access to the network in an
environment, there are endpoint based alternatives that can provide
you with visibility into network and user-based anomalies.
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The Collin College Engineering Department
Collin College Student Chapter of the North Texas ISSA

North Texas ISSA (Information Systems Security Association)

Thank you
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