SECURITY INDUSTRY 2.0:

SURVIVAL IN THE BOARDROOM

David Poarch VP, Security Solutions
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FORSYTHE FACTS

Forsythe is one of the largest security integrators in North America.
With 44 years of deep data center expertise, we use a security lens to
help clients make smart IT investment decisions.

Worked with 20
of the Fortune
100 companies
in 2014

One of the largest
security
integrators in
North America

$1B revenue

in 2014 and
profitable for 44
consecutive years

Migration capabilities:
1 1,400 data center

Serve 1,000+ clients.
Retention rates:

1,000+ employees
1 500 engineers

migrations ¥ 100% for and consultants
T 150 per year top 50 clients T 2,500+ certifications
1 325,000 workload 1 97% for 1 15+ average
migrations top 200 clients years of experience

Technology Evaluation Center:

¥ Independent, multi-vendor test bed

1 150+ technologies

¥ 40+ leading manufacturers and vendors
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FORSY THE SECURITY BY THE N
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$260M practice inside 60 leading security 13 years of experience 4 acquisitions in
a $1.1B integrator technology partners evaluating, managing the security space,
and 10 leading and delivering leading rounding out or portfolio

S . S advisory boards information security and expanding our
. - . have active Forsythe technologies geographical footprint

participation
100+ managed security
services clients

one of the top 300+ certifications $40M state-of-the-art
_ _ security integrators with leading security Technology Evaluation
300 professional services in North America manufacturers Center, with over 50
engagements per year engagements annually
with 60,000 hours logged to
client work
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Processes are Best practices Continuous Formal

monitored and are followed Improvements global IT risk

measured with identified and management
trending applied process
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SHIFT IS HAPPENING

Metrics and Mindset
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STATISTICS

Median number of Number of days it Number of days
days attackers were took to resolve an to resolution if
SUHVHQW RQ D YLFWihdtigm an INSIDER
network before they was involved

were discovered
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9 Source: https://www?2.fireeye.com/rs/fireye/images/rpt-m-trends-2015.pdf



https://www2.fireeye.com/rs/fireye/images/rpt-m-trends-2015.pdf
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FROM PREVENT, PROTECT & DE
TDETECT, RESPOND & NEUTR¢

QOO

DETECT RRENVEND NEUTRALIZE
PROTECT &
DEFEND
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INDUSTRWATURITY

BANKING/FINANCIAL E

SERVICES o o
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SPENDING

Building a Program
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SECURITY SPENDING THROUGH

(In Billions Of Dollars)

GLOBAL & NORTH AMERICA = Global
NA
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Prevention is futile: Advanced Persistent Security Programs
The Post-Signature Era: Pervasive Monitoring and Detection
Security Big Data Analytics

Context-Aware Security

S5HSXWDWLRQ 6 Hrustabiktfy DQG 3

The Growing Role of Collective Intelligence

The Shift to Information-centric Security Strategies

Virtualized and x86 Software-based Security Controls

COF R OB OIS ORI

The Shift to Cloud-based security controls

10. The Software Defined Data Center comes
FORSYTHE



TOP 10 SEGMENTS THROUGH 2

Top 10 Fastest Growing Segments l 2014
B 2018
21B % CAGR
18B
15B
12B
9B
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3B
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17 DAST/SAST = Dynamic/Static Application Security Testing
Other IAM = Other than Provisioning & Web Access management
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CLIENT CHALLENGES

BUSINESS ESCALATING HEADCOUNT
DEMANDS THREATS AND SKILLS



RELATIONSHIPS MATTI

People and Applications
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DATA SPRAWL

APPLICATIONS
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CHANGING

OFFICE HOME

CAR

HOTEL

COFFEE SHOP
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OPERATIONALIZING
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Reconnaissance

KILL CHAIN

Command
and Control

Weaponization Exploitation



Endpoint Enhanced
Security Suite APT Security

Enhanced
Network
Security

Application
Whitelisting

SIEM&  Nedwedis SeCuiiy

Standard Network &
Content Security
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Command
and Control

Reconnaissance Weaponization Delivery Exploitation

ATTACK MITIGATION MATRI
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MATURITY MODEL

Core Risk Eng?sr;\li:ed

Core Security

Enhanced
Security State

Optimized
Security
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Core Infrastructure Data Threat & Vulnerability
Security Protection Management
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